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S H O U L D  C O N S I D E R

Businesses are increasingly suffering significant losses as a result of data 
breaches. According to a study by Symantec and the Ponemon Institute, 
the average organizational cost of a data breach is $7.2 million or $214 
per compromised record. A data breach can be as simple as an employee 
losing confidential information on a portable device, or as sophisticated as a 
targeted cyber attack. The same Ponemon Institute study shows that 90%  
of organizations have suffered at least one data breach. 

If your company suffers a data breach, are you prepared to respond? How 
defensible are your information security policies, practices, and safeguards? 
Here are some issues every business should consider in evaluating the 
strength and defensibility of their data security policies, practices, and 
safeguards: 

1. What personal information does your company maintain about its 
customers or its employees? How and where is that information stored 
and protected? 

2. Have you performed an audit of your technical, administrative, and 
physical safeguards to evaluate the strength of your security measures? 

3. Who is responsible for implementing and maintaining your information 
security measures? Who monitors and advises you of changes in data 
privacy law and laws that impose data security requirements? 

4. Has your company developed an effective information security plan? 
How do you know that it is effective? 

5. Does your company have policies and procedures that implement 
the information security plan? How are your employees informed and 
trained? 

6. Does your company require its service providers and vendors to 
comply with the same security standards that the company adopted? 
Do the agreements with those service providers protect your company 
if they suffer a breach? 
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7. Does your company have an incident response plan? Do you know how 
to identify and respond to a data breach? 

8. Does your company have a relationship with law enforcement to stay 
abreast of cybersecurity threats that are specific to your industry? 

9. How does your company stay informed of the changes in federal, 
state, and international laws and industry standards that govern your 
company’s information security requirements? 

10. If your company suffered a data breach or cyber attack, is it insured for 
some or all of the costs and loss of business associated with such an 
event? 

If your company does not have an active information security plan in place, 
investing in one could save significant costs in the future. Al Saikali, of Shook 
Hardy & Bacon, and the firm’s team of lawyers who specialize in data privacy 
and data security are well positioned to assist you with these and other similar 
issues. 

For more information about these and other issues relating to data security 
and data privacy law, visit Al’s blog at www.datasecuritylawjournal.com.
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