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D I R E C T o R  A n D  o f f I C E R  L I A b I L I T Y  I n 
C Y b E R S p A C E :  I n v E S T I g A T E  A n D  I n S U R E

Today, any company that accepts credit cards is likely at some risk of a 
cyberattack or data breach. Threats to information security are like natural 
disasters in the sense that one can take every precaution and yet still not be 
100-percent safe. And with each publicized data breach comes litigation, 
irrespective of whether or not any cardholder was actually harmed by the 
breach. Although data security litigation is a relatively new frontier, two new 
developments to date highlight potential ways to manage the risks of liability 
that may result from data breaches. 

The Securities and Exchange Commission has warned companies that threats 
to data security are among the most significant risks that corporate directors 
and officers must manage carefully.1  Some companies, among them the enti-
ties behind Wyndham Hotels and Target, suffered attacks on their computer 
systems that accessed customers’ personally identifiable information (PII). Not 
surprisingly, derivative suits against these companies followed,2  generating 
uncertainty in the board room about the liability risks from cyberattacks. But 
recent developments have helped to reduce that uncertainty.

First, the Wyndham Board of Directors recently prevailed in its cyber-
derivative suit, with the court dismissing the derivative suit because the 
board had adequately investigated the derivative claim and decided it was 
not in the interests of the company to pursue it, under the business judgment 
rule.3  The decision suggests that a board which adequately investigates 
a shareholder demand that the company take action against officers and 
directors for an alleged failure to protect the company from cyber-liability 
may find protection, even if the reasons for its refusal to take action are weak. 
This is a welcome finding for many corporate boards, but it remains to be seen 
whether the court presiding over the Target board’s derivative suit4  will reach 
a similar conclusion.

Shook, Hardy & Bacon understands 
companies face challenges securing 

information in an increasingly 
electronic world.

 Shook guides its clients through an 
ever-changing patchwork of data 

security and data privacy laws and 
regulations, and helps its clients 

manage litigation and other risks 
associated with maintaining and 

using electronic information. 

For more information on SHB’s 
data security and data privacy 

capabilities, please contact: 

James Eiszner 
(816) 559-2140 

jeiszner@shb.com 

Zach Chaffee-McClure 
(816) 559-2404 

zmcclure@shb.com 

Al Saikali 
(305) 960-6923  

asaikali@shb.com 

http://www.shb.com
http://www.shb.com/attorney_detail.aspx?id=761
http://www.shb.com/attorney_detail.aspx?id=761
http://www.shb.com/attorney_detail.aspx?id=726
mailto:mtobon@shb.com
mailto:mtobon@shb.com
http://www.shb.com/attorney_detail.aspx?id=726
mailto:asaikali%40shb.com%20?subject=SHB%27s%20Data%20Security%20Alert


DATA SECURIT Y 
ALERT

NOVEMBER 21, 2014

 2 |

While companies can take heart that the opinion signals derivative suits may 
not be easy at the pleading stage, they should not relent in their efforts to 
protect the company and its shareholders from the risk of cyberattacks. Doing 
so not only protects the goodwill of individuals whose PII is in the possession 
of the company, it also deters shareholder allegations that company officers 
and directors have failed to protect the company from data security threats.

The second recent development highlights another way to enhance 
protection from derivative suits alleging a failure to protect the company 
from cyber-liability. Like any natural disaster, cyber threats can be insured 
against – officers and directors should investigate purchasing insurance that 
covers liability to customers for the loss of their PII. But carefully managing 
the pitfalls with cyber-insurance coverage is important. The newly filed case 
of Travelers Indemnity Co. v. P.F. Chang’s China Bistro, Inc.5  is not a derivative 
suit or a class action. It is an insurance coverage suit. P.F. Chang’s suffered 
a hacking incident that resulted in the loss of customers’ PII. Predictably, 
customers brought class action lawsuits alleging P.F. Chang’s failed to protect 
their PII. P.F. Chang’s then notified its commercial general liability insurer, 
Travelers, of these suits and asked the insurer to pay for the defense of these 
suits and to indemnify P.F. Chang’s for any adverse judgment. That request 
prompted Travelers’ move for a declaratory judgment that it had no duty to 
defend or indemnify P.F. Chang’s under its commercial general liability policy.

Although in its infancy, this case bears careful watching because its outcome 
will significantly affect the defense of cyber-derivative suits. If the court 
determines that Travelers has a duty to defend under a commercial general 
injury liability policy, that decision will mean companies that have general 
commercial liability policies – as most do – have adequately managed the 
risk of cyber-liability by procuring the policy. Derivative lawsuits alleging a 
failure to protect the company from cyber-liability may be significantly scaled 
back. If, as seems likely,6  the court determines that general commercial 
liability policies do not cover loss of customers’ PII from cyber-attacks, then 
companies like P.F. Chang’s7  may find themselves subject to new derivative 
suits which allege that company officers wasted corporate assets by failing 
to procure adequate coverage against liability arising from a cyberattack that 
results in the loss of customers’ PII. 

Companies are always urged to protect their computer systems from incur-
sion by hackers. That advice remains solid, but it is incomplete. As the Travelers 
lawsuit indicates, companies should also ensure they have adequate coverage 
for the costs associated with cyberattacks and that they should do so before, 
rather than after, a cyberattack occurs. Doing so not only manages the risk to 
the company from cyber-liability but also prevents the company from being 
in the untenable position of having to defend a derivative suit for failure 
to manage that liability where “Exhibit 1” to the derivative complaint is the 
decision in the insurer’s declaratory judgment action indicating the company 
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has no coverage because it failed to understand the terms of its policy. While 
the Wyndham board’s victory suggests that the business judgment rule 
significantly limits the risk of derivative suit liability for cyberattacks, courts 
may not find that the board’s investigation of the risks of cyber-liability was 
adequate if the company’s own coverage suit indicates that the company did 
not understand its insurance coverage for cyber-liability. 

The coverage issues relating to cyber-liability will require vigilence. The 
insurance industry will surely react to the recent litigation over coverage 
and will alter their policies to be sure they limit their exposure only to the 
cyber-liabilities they intend to cover. Companies must watch policy language 
and monitor the evolving case law to be sure they are getting the coverage 
they seek. For example, coverage may or may not extend to the costs the 
company incurred in complying with varying state laws requiring notification 
requirements for data breaches or losses stemming from reputational harm 
to the company’s image.8  Moreover, cyber-liability coverage for the company 
may not insure against the costs of defending directors and officers from the 
costs of defending derivative suits arising from data breaches, and companies 
cannot simply assume a D&O policy will automatically provide such complete 
protection.9  

If data breaches continue to make the news, and if lawsuits continue to follow, 
courts can be expected to develop the law on just how much diligence and 
forethought (or lack of it) “business judgment” will excuse. Officers and direc-
tors who appropriately investigate the risks of cyber-liability and require that 
their companies obtain appropriate cyber-liability insurance coverage may 
protect customers’ PII and themselves at the same time. 
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