
 
    [image: image1.png]S NﬁWSleﬁer






















Multinational Litigation





October, 2004


No. 2





In This Issue





E-Discovery and Information Systems:


What You Do Not Know May Hurt In A Big Way





By Arlen L. Tanner and Laurel Harbour








Arlen Tanner is a senior associate at Shook, Hardy and Bacon, L.L.P. in Kansas City, Missouri.  His focus is primarily on e-discovery and litigation-related technology issues.  Laurel Harbour is a partner at Shook, Hardy and Bacon, L.L.P. based in Kansas City, Missouri.  Her practice focuses on defending complex litigation.   





“We often give our enemies the means of our own destruction.”�--Aesop�





	Status Quo discovery is dangerous.  The “paper-based” paradigm of retention, preservation, collection and production, which has served so well for so long, may prove problematic in the modern case.   As Aesop, the ancient Greek fabulist, said, “[w]e often give our enemies the means of our own destruction.”  A failure to modify the paradigm, to account for the modern realities of electronic information systems that predominate the corporations and companies involved in lawsuits, may well provide adversaries with weapons to exploit against a corporate defendant.  





	Companies which fail to modernize their discovery paradigm may be vulnerable to sanctions.  The severity of these sanctions varies from outright judgment2 to adverse inference instructions3 to serious monetary sanctions that may reach millions of dollars.4  Other possible sanctions may include having witnesses precluded from testifying,5 or subjecting witnesses to being deposed again,6 or having “newly” disclosed e-mails directly contradict deposition testimony already given.7 Attorney’s fees and costs, while painful, may be the least damaging.8





	All of these sanctions have been ordered as a result of perceived failures to manage e-discovery to the satisfaction of judges.  In reference to conduct of both the defendant and counsel, Judge Shira Scheindlin, Federal District Court Judge for the Southern District of New York, recently sanctioned a defendant corporation for spoliation.9  In the decision, she quoted the prison captain in the movie, Cool Hand Luke, “[w]hat we’ve got here is a failure to communicate.”10  


	


	The risk of sanctions creates a Hobson’s choice11 for businesses.  The broad preservation duties imposed by these courts have a major impact on businesses in several aspects.  Suspension of recycling backup tapes for a length of time is a large expense.  Preserving all data alters many business routines and requires additional storage.  Locating potentially relevant data can be staggering.12 Many resources must be transferred from the company’s business endeavors to protect against possible sanctions.  For example, what is a company to do if the amount in controversy is several hundred thousand dollars and the cost just to preserve, restore, search and produce the electronic data is also several hundred thousand dollars?  Not counted in that estimate are the lost opportunity costs as the time and energies of company employees are focused on the preservation and production requirements, the disruption to the business, impeded progress and loss of new product development or the other costs of defending a lawsuit.  Whether or not the company will ultimately prevail, it must expend more to proceed with the case than it would to settle.  Because of the expenses and burdens of e-discovery, whether or not the case has substantial merit, the filing of the case creates large financial burdens and impacts the ongoing business operations.  It may also open the company to possible sanctions.  Companies may legitimately ask, “Where is the justice?”  Paying large settlements for questionable cases not only diverts funds from business development and progress but often encourages more questionable lawsuits.  The recent e-discovery decisions have provided plaintiffs with great leverage.  E-discovery carries significant dangers because of the computer technology that is now commonplace in business and the willingness of courts to hand down sanctions.  The Zubulake case is very instructive in understanding a judge’s general view of the e-discovery duties of counsel and parties. 





Zubulake





	The Zubulake case is a gender discrimination matter Judge Scheindlin characterized as a “relatively routine discrimination case in which discovery has now lasted over two years.”13  In Zubulake I,14after plaintiff claimed relevant e-mail had been deleted from defendant’s active servers and existed only on “inaccessible” backup tapes, Judge Scheindlin set forth a new set of factors to determine whether cost-shifting should be ordered.15  The court ordered a sampling of tapes restored.16  





	In Zubulake III,17 the court ordered the defendant (“UBS”) to bear the main burden of the costs of restoration as plaintiff was able to demonstrate that the backup tapes were likely to contain relevant information and UBS had failed to maintain relevant e-mails in its active files.18  In the subsequent restoration of backup tapes, it was determined that certain backup tapes were missing and a number of e-mails were located on the backup tapes that had not been in the active files, confirming that relevant e-mails had been deleted or otherwise lost.19





	Zubulake IV20 resulted from the motion for sanctions due to the failure to preserve all relevant backup tapes and for the deletion of relevant e-mails.21  The court faulted UBS’s document preservation strategy but lacking evidence that the lost tapes and deleted e-mails were favorable to plaintiff, the court ordered the re-deposition of several key UBS employees at UBS’s cost.22  Following the re-depositions, plaintiffs again moved for sanctions.23  Zubulake V is the result.  





	In her fifth24 written decision in this case, Judge Shira Scheindlin sanctioned the defendants (“UBS”) for deleting relevant e-mail and the failure to produce other e-mail for almost two years.25  During the re-depositions, plaintiff established that some relevant e-mails were deleted after counsel had given clear and repeated warnings to preserve.26  Some of the deleted e-mails were restored from backup tapes and other sources and produced to plaintiff.27  Others were lost but there is strong evidence they once existed.28  Those that were restored and produced, were produced almost two years after the discovery requests.29  It was also determined that, while two employees preserved relevant e-mails, they were not obtained by UBS’s counsel and not produced until after the re-depositions.30  The court faulted counsel for not seeking the active data retained by these two employees.31  





	The court reiterated counsel’s duty to monitor compliance with preservation notices.32 Not only must a party suspend its routine document retention policy and put in place a “litigation hold,” counsel must oversee compliance with the hold and monitor the party’s efforts to retain and produce relevant documents.33   Proper communication, regarding electronic sources and preservation, between the party and counsel is essential at the beginning of an action.34 





	The court emphasized that it is not sufficient to simply notify employees of a litigation hold and expect them to retain and produce all relevant information.35 Counsel must take affirmative, reasonable steps to monitor compliance so all sources of discoverable evidence are identified and searched.36 Counsel must continue to ensure preservation and retention continues.  This requires active supervision of counsel.  “[A] party cannot reasonably be trusted to receive the ‘litigation hold’ instruction once and to fully comply with it without the active supervision of counsel.”37 Judge Scheindlin noted that one of the primary reasons electronic data is lost is ineffective communication with IT personnel.38





	Judge Scheindlin set forth a number of “steps” counsel should take to ensure compliance with the preservation obligation.39


Counsel must issue a “litigation hold” at the outset of litigation or whenever litigation is reasonably anticipated.40  This hold must be periodically re-issued so new employees are aware of it and so it is fresh in the minds of all.41


Counsel should communicate directly with the “key players” in the litigation to clearly and directly communicate the preservation hold to them and then periodically remind them the duty is still in place.42


Counsel should instruct all employees to produce electronic copies of their relevant active files.43  Counsel must be sure all backup media which the party is required to retain are identified and stored in a safe place, apart and separate from its normal storage location.44





	While counsel did not “fully comply” with the standards set forth in this opinion, the court determined that, under the standards existing at the time, counsel acted reasonably “to the extent they directed UBS to implement a litigation hold.”45 According to the court, UBS personnel failed to preserve plainly relevant e-mails.46  The court found that the e-mails were deleted after clear warnings to preserve and after UBS was on notice of probable litigation.47 In other respects, counsel failed to properly oversee the discovery effort as part of its duty to locate, preserve and timely produce relevant information.48  The court determined that while UBS personnel deleted e-mails contrary to clear directions to preserve, copies of many of these were lost or belatedly produced as a result of counsel’s failures.49 





	The court concluded that UBS acted willfully in destroying potentially relevant information and as the spoliation was willful, the lost information was therefore presumed to be relevant.50  The court, therefore, determined sanctions were proper.51 


	As sanctions against UBS and remedies for plaintiff, the court set forth the specific adverse inference instruction to be given the jury at trial.52  The court also ordered UBS to pay the costs of any depositions or re-depositions required by the late productions.53  UBS was required to pay the costs of the motion for sanctions, including attorneys fees.54 UBS was also ordered to pay for the restoration of an additional backup tape and the costs of any depositions that may be necessary as a result.55 The court noted that another “sanction” was self-inflicted on UBS.56  The court indicated because some of the e-mails that were belatedly produced were not available in preparing UBS employees for their depositions, the employees have now given testimony that seems to be contradicted by the newly-discovered e-mails.57





	As a “postscript,” Judge Scheindlin explained that guidance in the area of electronic discovery is now available and being refined.58 She noted several treatises have been published, that there have been many court decisions and that groups such as the Sedona Conference and the ABA have published guidance.59  She also noted that several local rules have been published and that the Standing Committee on Rules and Procedures had approved for publication and public comment a proposal for revisions to the Federal Rules of Civil Procedure designed to address many of the e-discovery issues.60  She then stated that counsel and parties are now “fully on notice of their responsibility to preserve and produce electronically stored information.”61





“Once a new technology rolls over you, if you're not part of the steamroller, you're part of the road.” -- Stewart Brand 62 





Lessons From Zubulake V





	Whether or not a litigation hold process is part of an actual retention program, according to the Zubulake V decision, “[o]nce a party reasonably anticipates litigation, it must suspend its routine document retention/destruction policy and put in place a ‘litigation hold’ to ensure the preservation of relevant documents.”63  All persons who may possibly have relevant information must be quickly identified and contacted.64  Counsel must become “fully familiar” with the client’s retention policies and architecture in order to understand the “actual” retention and backup procedures.65  “This will invariably involve speaking with information technology personnel.”66 Counsel also must speak with “key players” to learn how and where they store information.67  If this is not feasible, due to the number of players, the company size or scope of litigation, “counsel must be more creative.”68  Broad system-wide keyword searches, to locate, copy and retain, may be one solution.69  Special attention must be given to e-mail.  In some situations it may be prudent to take a “snapshot” image of the e-mail servers or create a special backup tape or tapes of the e-mail servers and secure the image or special tape(s) separate from the normal backup tapes.70  





	The need to preserve backup tapes is not clear in the minds of many.  Some of the leading cases involved backup tapes.71 It is the position of some leading authorities that backup tapes, if intended and used solely for disaster recovery purposes, should not be searched for responsive data in the absence of a demonstrated need and relevance that outweighs the cost, burden and disruption of retrieving and processing.72  The proposed changes to the Federal Rules would provide that “not readily accessible data,” like data on disaster recovery tapes, would not need to be reviewed or produced except for “good cause.”73 However, neither the Sedona Principle Eight nor the proposed modification to Rule 26(b), would allow for the destruction or recycling of backup tapes that may contain the only copies of relevant information.  In light of recent cases, a prudent litigation preservation or hold policy may require the suspension of the recycling of any such potential backup tapes or the creation of a copy of any backup tapes that may contain relevant e-mail that is no longer stored as active data.  “Whether a company’s duty to preserve extends to backup tapes has been a grey area.”74   Judge Scheindlin stated, “Litigants are now on notice, at least in this Court, that backup tapes that can be identified as storing information created by or for ‘key players’ must be preserved.”75 





	Defense counsel and corporate defendants cannot ignore the potential risks of failure to understand and properly manage e-discovery.  A proper approach is proactive rather than reactive.  It is crucial to establish a sound retention program which includes a clear litigation hold process.  A proper retention program will accommodate the business needs to preserve and to eliminate electronic data.  It will also preserve what is needed for tax, regulatory and other legal requirements.  The impact of the Sarbanes Oxley Act of 2002 must be factored into the retention program.76 





“A person in danger should not try to escape at one stroke. He should first calmly hold his own, then be satisfied with small gains, which will come by creative adaptations.”-- I Ching77





	If  a company’s retention policy does not have a sound process for instituting a litigation hold that will preserve electronic data and if litigation has been filed or is reasonably anticipated, time is of the essence to understand where the electronic data is kept, how it is kept and when it may be lost.  Counsel, working with the company, first must determine if any routine or automatic system is in place that will delete or destroy electronic data.78  The first area of inquiry should be the e-mail system.  Are there any “auto-deletion” agents activated on the e-mail system?79  If so, the agent must be suspended for all those individuals and departments who may have potentially responsive e-mails.  In addition,  backup tapes should be identified which still contain e-mails for the identified individuals and departments.  It may be necessary either to remove these backup tapes from the recycling rotation and keep them secured separately or to copy them and securely and separately retain the copies.  The Zubulake court indicated that counsel “may be advised” to secure tapes in its possession.80 





	At the same time, a properly-crafted litigation hold notice81 should be prepared and circulated to all those who may have potentially responsive material, electronic or otherwise, as discussed above.  As noted, this should be a process, with follow-up and reminders and not a one-time event.82  Once the automatic deletion systems are stayed and the hold notice process is in place, inside and outside counsel can determine the proper scope of collection, review and production.  With the automatic systems on hold and those with potentially responsive data on notice, it is the time to more fully understand the information systems, both the network and e-mail environment, as well as the individual electronic data storage systems and practices.  Although e-mail is in the spotlight, there are many other potentially relevant electronic documents that courts have indicated must be secured.83  It is very helpful to involve someone who understands both the legal issues and requirements as well as the technical capabilities and pitfalls.  As Werner Karl Heisenberg once said, “[a]n expert is someone who knows some of the worst mistakes that can be made in his subject and how to avoid them.”84 It may be a very costly mistake to “just let IT handle it.”85





	Efforts are underway to bring stability and uniformity to the e-discovery world.  Three major initiatives include two publications from The Sedona Conference;86 “standards” from the ABA87 and proposed amendments to the Federal Civil Rules.88 The proposed amendments to the Federal Civil Rules have been published for comment.  If approved, these rules would not take effect at least until December 1, 2006.	





	This innovative digital age brings new issues and traps and the old status quo will no longer suffice.  Sir Francis Bacon said it best, “he that will not apply new remedies must expect new evils, for time is the greatest innovator.”89  With electronic systems and data, what counsel and companies do not know may hurt the most.  The potential evils of serious sanctions for electronic spoliation cannot be prudently ignored.
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